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(54) Method and system for restricting the operation of a radio device within a certain area 



(57) A cellular radio system comprises a multitude 
of base stations (101-106, 201-204, 211-212, 501-504) 
tor offering a radio interface to mobile terminals (205, 
215, 508). The radio interface is used for communicating 
general information to the mobile terminals and arrang- 
ing for dedicated communication between a certain mo- 
bile terminal and the cellular radio system. For imposing 



restrictions to the operation of the mobile terminals on 
at least one isolated, geographically defined restricted 
area (107, 108, 200, 213) the system comprises a cer- 
tain first base station arranged to transmit, similary to 
said general information, information about the nature 
of the restrictions applicable on said area to the mobile 
stations. 
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Description 

[0001] The invention concerns in general the technol- 
ogy of forcing a radio device to operate in a certain way 
by external means. Especially the invention concerns 5 
the problem of subdueing the noticeable operation of 
mobile terminals in certain parts of a cellular radio sys- 
tem. 

[0002] In addition to and despite of offering remarka- 
ble advantages in the form of mobile communications, 70 
radio devices are sources for potential harm ranging 
from annoyance to serious life hazard. An example of 
the former is a mobile telephone alarm sounding in the 
middle of a concert, a theatre show or other event where 
the audience is expected to remain essentially silent. A is 
life hazard may follow if a radio device emits electro- 
magnetic radiation in an aircraft, near life-critical medi- 
cal equipment or in the vicinity of electrically triggered 
explosives. Warning signs or acoustic announcements 
that ask all users to shut down their radio devices offer 
only a partial solution to this problem, because they do 
not prevent absent-minded users or deliberate violators 
from ignoring the request. 

[0003] A group of prior art solutions for the problem is 
previously known from the patent publication number 
WO 97/22049. The publication contains a thorough de- 
scription of an electronic device that comprises, among 
its other features, means for sensing the occurrence of 
a take-off or landing when used inside an aircraft. The 
first alternative embodiment is to provide within the elec- 
tronic device a predetermined number of sensors for de- 
tecting movement and acceleration. Another embodi- 
ment comprises a separate transmitter inside the air- 
craft for transmitting, as a response to a command given 
by an airline employee, a signal that is received by a 
receiver in the electronic device. In a third embodiment 
the electronic device comprises also a transmitter for 
emitting a signal that would notify the aircraft of the pres- 
ence of the electronic device. A corresponding transmit- 
ter in the aircraft would then transmit an inhibit signal to 
the electronic device during take-offs and landings. In 
any case, when the electronic device produces a posi- 
tive observation of a take-off or a landing taking place, 
it powers down all such functions that could cause dan- 
gerous electromagnetic emissions. 
[0004] Some similar solutions are known from the 
Finnish patent application number 97281 3. It describes 
a mobile telephone that comprises, in addition to its con- 
ventional functional blocks, a separate radio or infrared 
receiver for receiving inhibit signals from a local trans- 
mitter. Whenever the separate receiver receives an in- 
hibit signal at a power level that exceeds a certain 
threshold, it powers down the transmitter part of the con- 
ventional transceiver and set the mobile telephone into 
silent mode, where no audible alarms or keypad tones 
will be emitted. 

[0005] The drawbacks of the mentioned prior art so- 
lutions are related to the excessive need of devices and 



components that must be added to the existing systems 
to make the operational restrictions work. A manufac- 
turer of radio devices may be very reluctant to increase 
production costs by adding into his product features that 
actually weaken the level of servic that the user of the 
radio device will get. An inhibit signal transmitted in the 
form of infrared radiation is also vulnerable to the infra- 
red receiver in the electronic device being dirty, covered 
or adversely directed so that the inhibit signal will not be 
received correctly. 

[0006] It is an object of the present invention to pro- 
vide an economically attractive and functionally reliable 
solution to the problem of restricted area operation. 
[0007] The objects of the invention are achieved by 
using the conventional functional blocks of mobile ter- 
minals for implementing the restricted operation mode. 
[0008] It is characteristic to a system for restricting the 
operation of radio devices according to the invention 
that for imposing restrictions to the operation of the mo- 
bile terminals on at least one isolated, geographically 
defined restricted area it comprises a certain first base 
station arranged to transmit, similary to other general 
information, information about the nature of the restric- 
tions applicable on said area to the mobile stations. 
[0009] Additionally the invention concerns a method, 
comprising as its characteristic features the steps of 

providing a radio interface for the mobile terminal 
through a number of base stations, 
using said radio interface for general broadcasts on 
a common downlink channel and 
transmitting, similar to said general broadcasts, in- 
formation about the nature of the restrictions appli- 
cable on said area. 

[0010] According to the invention, restrictions will be 
placed to the operation of mobile terminals of a cellular 
radio system in a certain region. The invention provides 
two ways of defining these so-called "restricted areas"; 
said two ways may be used either independently or as 
complementing each other. The first way is to use, within 
the restricted area, a predetermined number of beacon 
base stations. A beacon is a base station that is able to 
communicate information to the terminals like all other 
base stations in the cellular radio system but allows only 
restricted operation to the mobile terminals within its 
cell. The second way of defining a restricted area is to 
use coordinates that mark off a certain two- or three di- 
mensional physical region. It is also possible to add a 
further dimension to the definition by giving time coordi- 
nates. The base stations of the cellular radio system that 
are physically close to the restricted area will most ad- 
vantageously transmit the coordinates of the restricted 
area to all mobile terminals, although this is not manda- 
tory to the invention. A separate terminal location sys- 
tem will provide location information for each terminal, 
and when the location information indicates that the mo- 
bile terminal is within the restricted area, operational re- 
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strictions will apply. 

[001 1 ] The two ways of defining a restricted area may 
be combined so that the coordinates of the beacon base 
stations and the radii of their cells will be used as the 
coordinates defining the restricted areas, whereby it will 
be possible to announce the existence and location of 
the restricted area(s) to a mobile terminal even if it is not 
yet entering a restricted area. 

[001 2] The restrictions that will be placed to the oper- 
ation of the mobile terminals may vary according to 
need. We will categorize them into two classes, which 
are 

restrictions affecting the emission of electromag- 
netic radiation and 

restrictions affecting the human-noticeable opera- 
tion of the terminal. 

[0013] A major part of the former class is formed by 
ways of limiting the normal operation of the transmitter 
part in the mobile terminal's radio transceiver, i.e. limit- 
ing or inhibiting uplink radio transmissions. The latter 
class will consist mainly of restrictions to acoustic emis- 
sions such as ringing sounds and keypad tones. 
[0014] A terminal which is about to enter or entering 
a restricted area may inform its user and/or the network 
about the situation. During restricted operation the ter- 
minal and/or the network may execute procedures aim- 
ing at minimizing the loss of information due to the re- 
strictions; examples of such procedures are the direc- 
tion of incoming calls to a voice mail service and the 
reception and storage of paging messages in the termi- 
nal for indicating to the user the time of an attempted 
call and the possible identification of the caller. 
[0015] The novel features which are considered as 
characteristic of the invention are set forth in particular 
in the appended Claims. The invention itself, however, 
both as to its construction and its method of operation, 
together with additional objects and advantages thereof, 
will be best understood from the following description of 
specific embodiments when read in connection with the 
accompanying drawings. 

Fig. 1 illustrates schematically two possible forms 
of restricted areas, 

Fig. 2a illustrates a certain arrangement of restrict- 
ed areas, 

Fig. 2b illustrates another arrangement of restricted 
areas, 

Fig. 3 is a flow diagram of a method according to 
the invention, 

Fig. 4 is a flow diagram of another method accord- 
ing to the invention and 

Fig. 5 illustrates a cellular radio system according 
to the invention. 

[0016] Fig. 1 illustrates a part of a cellular radio sys- 
tem comprising a number of base stations 101, 102, 



103, 104, 105 and 106. Of these, the base stations 101 
to 105 are normal base stations of the cellular radio sys- 
tem in the sense that they offer a two-way radio interface 
to mobile terminals according to the specifications of the 
5 cellular radio system. Such a radio interface comprises 
a plurality of defined channels, the exact arrangement 
and usage of which is specific to each cellular radio sys- 
tem. In this patent application we will use the known 
GSM (Global System for Mobile telecommunications) 
to as an example, but the reader should note that the ap- 
plicability of the present invention is in no way limited to 
any specific current or future cellular radio system. A 
cellular radio system is often referred to as a "network" 
for brevity. In contrast to the base stations 101 to 105, 
15 base station 106 is a so-called beacon base station. A 
cell or coverage area surrounds each base station as 
an essentially circular geographical area inside of which 
it is possible for the mobile terminals to communicate 
with the base station. 

[001 7] The radio interface offered to mobile terminals 
in the cells of a GSM system consists of a number of 
common channels and a number of dedicated channels. 
The basic pattern of operation for a mobile terminal in a 
certain cell is first to acquire synchronisation by looking 
for and receiving downlink bursts on an FCCH (Fre- 
quency Control CHannel) and an SCH (Synchronisation 
Channel) and then to start listening for general informa- 
tion on a downlink BCCH (Broadcast Control CHannel) 
for selecting a suitable cell on the basis of received sig- 
nal strength on the BCCH and of some additional crite- 
ria. After having selected a cell the mobile terminal ini- 
tiates a location update to the selected cell by sending 
an access request on an uplink RACH (Random Access 
Channel). Finally the mobile station settles down in the 
selected cell waiting for a paging message on a PAGCH 
(Paging and Access Grant Channel); for the purposes 
of a mobile-originating call it may also transmit a new 
access request on the RACH. All the mentioned chan- 
nels are common channels. A succesf ul access request 
is followed by the assignment of a dedicated channel for 
the bidirectional point-to-point exchange of information 
between the mobile terminal and a base station. The 
dedicated channel is a TCH (Traffic CHannel) of some 
kind - there are a number of TCH types differing in ca- 
pacity - and it comes with an SACCH (Slow Associated 
Control Channel) which is also a dedicated channel. 
[0018] The GSM system employs time and frequency 
division for separating the different channels. In other 
cellular radio systems it is possible to use, in addition to 
or instead of time and frequency division, for example 
code division. The invention does not limit the way how 
the different channels are separated from each other. 
[0019] Two restricted areas 107 and 108 are shown 
in Fig. 1 . The first restricted area 1 07 is circular and es- 
sentially coexistent with the cell of the beacon base sta- 
tion 106, and the second restricted area 108 is an es- 
sentially rectangular geographical area located partly in 
each of the cells of the normal base stations 101, 102 
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and 103. As a generalisation, we may state that in the 
system illustrated in Fig. 1, there may be an arbitrary 
number ot restricted areas, defined as spanning the 
cells of a predetermined number of beacon base sta- 
tions or as some geographical forms including but not s 
being limited to rectangles. The restricted areas may be 
partly or even completely outside the cells of the normal 
base stations and they may overlap each other. 
[0020] We will first describe the beacon alternative. 
The term "beacon base station" should not be confused 
with the concept of beacon frequency, which corre- 
sponds to a constant signal or a signal of known fre- 
quency transmitted by all base stations in some cellular 
radio systems for the purpose of synchronisation and/ 
or received signal strength measurement by the mobile 
terminals. In the following description we will assume 
that for a certain type(s) of mobile terminals there exists 
at least one specified restricted mode of operation. The 
detailed contents of such a restricted mode will be de- 
scribed later; for the purpose of the present discussion 
it suffices to know that a mobile terminal may enter and 
leave a restricted mode under the influence of a beacon 
base station. 

[0021] According to a first advantageous embodiment 
a restricted area is equipped with one or more beacon 
base stations so that the cell(s) of the beacon base sta- 
tion^) cover the restricted area. The transmission pow- 
er of the beacon base station is typically low compared 
to that of a regular base station, because the physical 
size of a restricted area is typically smaller than the cell 
of an average regular base station. In order to achieve 
the object of the invention it is required that once a mo- 
bile terminal enters the restricted area, it performs a cell 
selection (in the cases of power-on within the restricted 
area), a cell reselection (in cases of a mobile terminal 
being in idle mode upon entering) or a handover (in cas- 
es of a mobile terminal being in the middle of a call upon 
entering) to the cell of the beacon base station. This is 
accomplished by setting the transmission power of the 
beacon base station to such a level that a receiver lo- 
cated within the restricted area will receive the signal 
transmitted by the beacon base station at a considerably 
higher level than the signal transmitted by any regular 
base station. At the same time it may be necessary to 
make sure that the receivable signal levels from regular 
base stations stay under a certain limit, because in some 
cellular radio systems unnecessary cell reselections are 
to be avoided so that if a mobile terminal is communi- 
cating with a regular base station while entering the re- 
stricted area, it may not perform a cell reselection to the 
cell of even a considerably higher-level beacon base 
station if the signal level received from the regular base 
station is high enough to facilitate a reliable connection. 
[0022] In the GSM system the cell selection and re- 
selection procedures are governed by the calculation of 
the so-called C1 and C2 variables as well as some ad- 
ditional criteria like cell reselection hysteresis. A de- 
tailed description of the cell selection and reselection 



algorithms is given in the Technical Specification GSM 
05.08, section 6 published by ETSI (European Tele- 
comunications Standards Institute), which is incorporat- 
ed herein by reference. Taken in the context of GSM, 
the above-described dimensioning of signal levels of 
base stations translates approximately to the require- 
ment that the C1 variable calculated for the beacon base 
station(s) within the restricted area must be positive and 
higher than the C1 variable of any other cell found by 
the mobile station in the same location area, or in differ- 
ent location areas of the same network corrected by the 
applicable handicap factor. In order to recapture to the 
cell of the beacon base station(s) those mobile terminals 
that inadvertently reselect a regular base station while 
they remain within the restricted area, it may be advan- 
tageous that the C1 variable calculated for the beacon 
base station(s) is higher than the C1 variable of other 
cells by the amount of the applicable cell reselection 
hysteresis. Inadvertent resetection of a regular base sta- 
tion may follow from a mobile terminal passing through 
a certain zone within the reatricted area where e.g. dis- 
advantageous interference conditions cause a tempo- 
rary fadeout in the signal transmitted by the beacon 
base station (s). 

[0023] In order to set the mobile stations to the re- 
stricted mode after they have selected the cell of a bea- 
con base station, it suffices to arrange the operation of 
the beacon base station in a suitable way. The operation 
of base stations and the procedures executed by mobile 
terminals after cell selection or reselection vary from one 
cellular radio system to another, so the arrangements in 
the operation of the beacon base station must be select- 
ed according to which system the invention is applied 
to. Another important factor is the nature of the restricted 
mode: according to one alternative the mobile terminals 
must refrain from all radio transmissions inside the re- 
stricted area, whereby even location update attempts 
are forbidden; according to another alternative location 
updating and other channel access requests are al- 
lowed but actual mobile-originated calls must be with- 
held; there is even the alternative of fully allowed two- 
way operation within the restricted area but with strictly 
limited transmission power. If the restrictions applied 
within the restricted area are merely acoustic, the oper- 
ation of the beacon base stations is again different. We 
will briefly consider all these alternatives in the following. 
[0024] Total barring of all radio transmissions means 
that a mobile station looking for a suitable time interval 
and frequency for transmitting its first access request 
must be kept from finding one. It is possible that the com- 
mon channel transmissions from the beacon base sta- 
tion convey to all mobile terminals a specific command 
to refrain from requesting access, but such a solution 
works only with those terminals that have been pro- 
grammed to obey such a command. It would be very 
advantageous if the invention could be applied so that 
even the oldest and simplest mobile terminals would au- 
tomatically obey the restrictions, just by operating ac- 



15 



20 



25 



30 



35 



40 



45 



SO 



3NSDOC1D: <EP 0998 1 59 A 1 



7 



EP 0 998 159 A1 



8 



cording to the basic specifications of the cellular radio 
system and without actually even knowing that they are 
within a restricted area. For this purpose the beacon 
base station may e.g. define the RACH or a similar ac- 
cess r questing channel in a way that is incomprehen- 
sible to the mobile terminals or impossible for them to 
apply. 

[0025] Allowing location update requests and other 
channel access requests but rejecting mobile-originat- 
ing calls is easy, because all the beacon base station 
has to do is to refrain from granting dedicated channels 
for mobile-originated calls. To the mobile terminal such 
a situation is identical to the known one where the base 
station of the currently selected cell is so loaded that 
there are no free traffic channels that could be allocated. 
Most mobile terminals will perform the initial location up- 
date at the border of the restricted area upon entering, 
so defining the restricted area so that it actually covers 
a slightly larger area than where sensitive targets actu- 
ally exist it will be rather well ensured that the location 
updates will only take place at the "safe zone" encircling 
the actual hazard area. However, it is possible that a 
mobile terminal will be switched on well within the re- 
stricted area and even in the immediate vicinity of a sen- 
sitive target, whereby it will perform its initial location up- 
date at a hazardous location. 

[0026] Allowing location updates but rejecting all 
calls, both mobile-originating and mobile-terminating, is 
easy and implements in a very simple way a "concert 
hair embodiment of restricted areas, a cell where all 
mobile terminals may operate and where no mobile ter- 
minal will ever alarm about an incoming call during the 
show. The beacon base station simply rejects the call 
setup requests coming from the network by giving some 
previously known reason, e.g. "no channels available". 
No changes are required to the terminals or the other 
parts of the network. Such a beacon base station may 
well operate according to a time schedule and/or ac- 
cording to the position of a manually settable switch so 
that for the most of the time it is a regular base station 
and for the time of concerts, rehearsals etc. it is set to 
the "dummy mode" where it operates otherwise normal- 
ly but keeps all dedicated channels continuously 
marked as "reserved". 

[0027] Also allowing two-way traffic with strictly limit- 
ed power levels is easy, because in virtually all modern 
cellular radio system a procedure exists for dictating to 
the mobile terminals the limits of allowed transmission 
power within a certain cell. If the allowed transmission 
power level is very low and the mobile terminal is far 
from the beacon base station, it may become impossible 
to maintain a sufficiently error-free uplink connection. In 
such cases the terminal may enter a so-called one-way 
restricted mode, which we will discuss later in the de- 
tailed description of restricted mode operation. 
[0028] Imposing such limitations to the acoustic emis- 
sions of the mobile terminals that should be realised by 
changes in the settings of the terminals requires invari- 



ably that the beacon base station transmits a corre- 
sponding command which the mobile terminals have 
been programmed to obey. Consequently, in the context 
of acoustic restrictions the invention is only applicable 
if the cellular radio system comprises suitably equipped 
terminals; we will describe these later. 
[0029] An advantageous feature of a beacon base 
station is the fact that the party responsible for the op- 
eration of the restricted area may choose, whether a cer- 
tain beacon base station should have a communication 
connection to the rest of the cellular radio system or 
whether it is just a "dummy" standalone transmitter that 
transmits the necessary signals but is completely inca- 
pable of conveying any exchange of information in the 
direction of the network. The latter alternative is very ad- 
vantageous in remote and/or moving environments like 
aircrafts. It is probably also favorable in terms of produc- 
tion and installation costs, because it does not comprise 
any TRUs (TRansmission Units) that normally connect 
a base station to a Base Station Controller or generally 
a Radio Access Network, and because for installation it 
only requires a connection to a power supply. Using a 
suitably programmed and equipped conventional-type 
base station as a beacon base station is necessary if 
the restricted mode is to allow two-way communications 
(with possibly a limited power level) between the mobile 
terminals and the network or one-way transmission of 
information from the network to the mobile terminals. A 
network-connected beacon base station may also oper- 
ate according to a predefined time schedule so that for 
some part of time (e.g. during a concert) it is a beacon 
base station and for the rest of the time it is a regular 
base station, thus adding a time coordinate to the defi- 
nition of the restricted area. Naturally also a stand-alone 
beacon base station may be functional only for a part ot 
the time, whereby during non -restricted time periods its 
cell does not exist and the mobile terminals operate in 
those cells which overlap the restricted area. 
[0030] If there are more than one cellular radio system 
operative within roughly the same area so that subscrib- 
ers of any one of them may enter the restricted area, the 
beacon base station(s) must be arranged to transmit so 
that all mobile terminals of all overlapping cellular radio 
systems are able to select the cell of a beacon base sta- 
tion. 

[0031] The use of a beacon base station in the middle 
of an area where radio transmissions should be restrict- 
ed may sound contradictory, because a beacon base 
station will by its nature produce radio transmissions. 
However, it is rather straightforward to take the neces- 
sary precautions against a radio transmission for which 
the timing and frequency characteristics are previously 
known. A part of the procedure of establishing a restrict- 
ed area based on beacon base stations must be the pro- 
tection of any sensitive devices within the restricted area 
against the effects cause by the beacon base stations. 
[0032] Next we will describe the alternative of defining 
the restricted area by giving its coordinates, which is the 
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case for the restricted area 108 in Fig. 1. The invention 
does not limit the size or shape of such a restricted area. 
If the restricted area is a rectangle, it suffices to an- 
nounce the coordinates of two opposite comers. For a 
general rectangular restricted area comprising an arbi- 
trary number of comers it is possible to announce the 
coordinates of all comers; an alternative is to conceptu- 
ally divide the rectangular form of the restricted area into 
a number of primitive rectangles and define each of 
them by giving the coordinates of two opposite corners. 
Such a definition is easily generalized to cover any two- 
dimensional areas limited by an arbitrary number of lin- 
ear segments that intersect each other at arbitrary an- 
gles. A circular restricted area is easily defined by giving 
the coordinates of its center and the length of its radius. 
The physical shape of the restricted area may be even 
three-dimensional, taking the form of a rectangular 
prism, a sphere, a cone, a cylinder or some arbitrary 
three-dimensional object. Classical Euclidian geometry 
provides easily applied definitions for as to how many 
coordinates must be given to unequivocally define any 
selected shape. A time coordinate may be applied by 
defining a time interval during which the restrictions are 
in force or during which the restrictions are not in force. 
[0033] I rrespective of the shape of the restricted area, 
its coordinates must be in the knowledge of at least one 
cellular radio system. Restrictions for the use of mobile 
terminals usually apply equally well to everybody, so in 
areas where there are overlapping cellular radio sys- 
tems the coordinates of a restricted area must be known 
to each system. 

[0034] An important part of the embodiment based on 
the announced coordinates of the restricted area(s) is 
the provision of location data for each mobile terminal. 
The invention does not limit the way through which such 
location data will be obtained. There are several known 
ways for locating a mobile terminal, such as those de- 
scribed in the Finnish patent applications number 
974153 and 974196, which are incorporated herein by 
reference. Most location methods described in said pat- 
ent applications are so-called OTD-methods (Observed 
Time Difference) or TDOA-methods (Time Difference Of 
Arrival) which means that either the mobile terminal or 
the network or both measure the arrival times and/or 
time difference between the arrivals of certain radio sig- 
nals through at least three base stations. When the lo- 
cations of the base stations and the propagation velocity 
of radio waves are known, it is possible to calculate the 
location of the mobile terminal from the observed time 
factors. A certain Location Service Center (LSC) main- 
tains a location database in the network. 
[0035] An additional applicable method for locating a 
mobile terminal is known from the co-pending Finnish 
patent application "Menetelma ja jarjestely matkaviesti- 
men paikantamiseksi", which is also incorporated herein 
by reference. In the method described therein a simple 
low-power transmitter is installed at a known location 
and programmed to transmit regularly an identification 



signal. The transmission power of the simple transmitter 
is low enough and its coverage correspondingly small 
enough so that a mobile terminal that is able to receive 
its transmission may be regarded to be essentially at the 
s same location as the simple transmitter. When the mo- 
bile terminal has received a low-power transmission 
from a simple transmitter, it transmits to the network a 
message indicative of the successful reception of the 
identification signal contained in the transmission. On 
to the basis of said message the network finds out and 
stores the known location of the mobile terminal. If the 
network knows the location coordinates of the identified 
simple transmitter, it may inform the mobile terminal by 
sending a message like "you have received the trans- 
is mission of the simple transmitter ABC, so you are at lo- 
cation XX, YY, ZZ°. Another alternative is that the simple 
transmitter does not transmit an identification signal but 
simply the coordinates of its location at a low transmis- 
sion power, whereby a terminal that is able to receive 
20 its transmission may regard itself as being essentially at 
the indicated location. 

[0036] In the future it is possible that every mobile ter- 
minal comprises a built-in positioning subsystem like the 
GPS (Global Positioning System) receivers known to- 
25 day. In such a case it is very straightforward for every 
mobile terminal to known its location, because it gets 
the necessary information regularly from the positioning 
subsystem. 

[0037] The present invention encompasses two pro- 
30 cedural alternatives within the embodiment of announc- 
ing the restricted areas in the forms of coordinates. The 
alternatives could be called the mobile-based and the 
network-based alternative. According to the mobile- 
based alternative at least one base station of each af- 
35 fected cellular radio system transmits the coordinates of 
the restricted area(s) in a common channel transmission 
so that every mobile station in the cell may receive them. 
It is advantageous to transmit the coordinates of the re- 
stricted area through at least each such base station in 
40 the cell of which a mobile station may be camping at the 
time when it enters the restricted area. In the example 
of Fig. 1 this corresponds to transmitting the coordinates 
of the restricted area 1 08 through base stations 1 01 , 1 02 
and 103. Transmitting the coordinates through only 
45 some of said base stations may result in a situation 
where a mobile terminal enters the restricted area with- 
out having any knowledge about its existence. Trans- 
mitting the coordinates through other base stations is 
possible but not advisable if unnecessary transmissions 
50 jn the network should be kept at minimum in order to 
save transmission capacity and reduce interference. 
[0038] In the mobile-based alternative the positioning 
system that provides and maintains the location infor- 
mation of the mobile stations may function independent- 
's |y. |t is required, however, that the positioning system 
communicates the location information regularly to each 
mobile terminal. It is then on the responsibility of the mo- 
bile terminal to compare the latest location information 
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to the announced coordinates of the restricted area. If 
the comparison shows that the mobile terminal is within 
the restricted area, it is further on the responsibility of 
the terminal to enter the restricted mode. Similarly when 
a later comparison shows that the mobile terminal is not 
any more within the restricted area, the mobile terminal 
may give itself a permission to resume normal opera- 
tion. 

[0039] In the network-based alternative it is not nec- 
essary to provide the mobile terminals any information 
at all about their location. The location information of 
each mobile terminal resides within the network, prefer- 
ably within a Location Service Center. The network will 
also inform the Location Service Center (or any other 
network element possessing the location information of 
at least one mobile terminal) about the coordinates of 
the restricted area(s). It is then on the responsibility of 
the Location Service Center (or said other network ele- 
ment) to compare the location information of each 
known mobile terminal to the coordinates of the restrict- 
ed area(s). If the comparison shows that a certain mo- 
bile terminal is within a restricted area, the network must 
generate and transmit to the mobile terminal the com- 
mand "You are within a restricted area; please enter re- 
stricted mode". Similarly when a later comparison 
shows that the same mobile terminal is not any more 
within the restricted area : the network must generate 
and transmit to the mobile terminal the command "You 
have left the restricted area; please resume normal op- 
eration". Generating and transmitting messages from 
the network to a specified mobile terminal or a specified 
group of mobile terminals is a technique known as such 
to the person skilled in the art. 

[0040] It is possible to combine the above-described 
"beacon base station" and "coordinates" embodiments 
in many ways. Some of these ways are illustrated in 
Figs. 2a and 2b. In Fig. 2a, there is a restricted area 200 
that consists of the cells of the beacon base stations 
201 , 202 and 203 located at the coordinate points (XI , 
Y1 ), (X2, Y2) and (X3, Y3) respectively The radii of the 
cells are R1 , R2 and R3 respectively A nearby regular 
base station 204 transmits in a common channel trans- 
mission the coordinate set "(X1, Y1), R1; (X2, Y2), R2; 
(X3, Y3), R3" so that a terminal 205 within the cell of the 
regular base station will be informed about the existence 
of the restricted area 200 even before it is close enough 
to it for receiving the transmission of one of the beacon 
base stations 201, 202 or 203." A location information 
block (LIB) 206 within the mobile terminal may make a 
comparison between the announced coordinates of the 
restricted area and warn the user of the mobile terminal 
about the proximity of a restricted area. However, com- 
parisons made in the location information block will not 
make the mobile terminal to enter the restricted mode; 
this will only happen as a response to a cell selection or 
reselection to the cell of one of the beacon base stations 
201 , 202 or 203. 

[0041] Fig. 2b illustrates the concept of nested re- 



stricted areas realised through the simultaneous use of 
the "beacon base station" and "coordinates" embodi- 
ments. Here the cells of the otherwise regular base sta- 
tions 21 1 and 2 1 2 also form an outer restricted area 21 3 

s where some minor restrictions apply, e.g. mobile sta- 
tions are only allowed to transmit with transmission pow- 
ers below a certain limit. Within the cells there is a tri- 
angular inner restricted area 214 where all radio trans- 
missions are forbidden. Both base stations 211 and 212 

10 transmit, in a certain common channel transmission (a 
separate common channel for each cell) the coordinates 
AA, BB and CC of the vertexes of the inner restricted 
area. A mobile station 215 within the outer restricted ar- 
ea operates under said minor restrictions, but at the 

is same time a location information block 21 6 monitors the 
location of the mobile terminal and is ready to shut down 
all radio transmissions at the moment when the location 
of the mobile terminal is found to fall within the inner 
restricted area. 

20 [0042] It is naturally possible to realise the concept of 
nested restricted areas by using solely beacon base sta- 
tions or solely coordinates. It is also possible to have an 
inner restricted area marked with beacon base stations 
within an outer restricted area announced by coordi- 

25 nates. It is further possible to define two partly or com- 
pletely overlapping restricted areas, one of which is 
marked with beacon base stations and the other an- 
nounced with coordinates. Additionally it is possible to 
have stricter restrictions in force within the outer restrict- 

30 ed area and define one or more inner restricted areas 
as "islands" of minor restrictions. Although the concept 
of nested restricted areas has been described with only 
two alternative levels of restrictions, it is possible to de- 
fine an arbitrary number of restriction levels and estab- 

35 Hsh an arbitrary number of overlapping or nested re- 
stricted areas with variable levels of restriction. 
[0043] We will now move on to describe the operation 
of the mobile terminal and the base station during the 
restricted mode and immediately therebefore or there- 
to after. We will start by discussing the possible restrictions 
affecting the emission of electromagnetic radiation. As 
stated previously, these may be further classified to lim- 
ited two-way operation where uplink transmissions are 
allowed with limitations regarding for example the trans- 

45 mission power or scheduling, and one-way operation 
where the mobile terminal is only allowed to receive. 
Changes between these two classes may occur: a mo- 
bile terminal which is not able to realize a reliable uplink 
connection with a certain transmission power level even 

50 jf it would be allowed to will enter the one-way mode and 
possibly resume two-way operation later if the transmis- 
sion characteristics of the uplink connection improve 
significantly. 

[0044] If limited two-way operation is allowed during 
55 the restricted mode and the limit on the uplink power is 
tight, the mobile terminal may consider changing its up- 
link transmission parameters if this is otherwise allowed 
in the system. For example some proposals for future 
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cellular radio systems allow for several modulation 
methods to be used, one of which may be slow but error- 
resistent while another is able to communicate more bits 
per unit time but requires a better signal-to-noise ratio. 
In the limited transmission power mode a mobile termi- s 
nal might choose the first one in order to get at least 
some uplink data through to the base station. Also add- 
ed channel coding or simple repetition might be used. 
[0045] Even if all uplink transmissions are forbidden 
or impossible at the allowed power level, the mobile ter- 
minal will be able to receive downlink transmissions (on- 
ly in rare occasions will even the negligible stray radia- 
tion caused by spurious mixing results propagating from 
the receiver branch to the antenna cause trouble, 
whereby a complete shutdown would be required). The 
problem is then that if the network transmits a paging 
message, an SMS message, a piece of electronic mail 
or some other message to the mobile terminal, in the 
absence of acknowledgements it will not know whether 
the transmission got through or not. In the case of pag- 
ing messages the network may operate exactly as if the 
mobile terminal had been shut off or out of coverage: it 
will play a recorded message to the caller indicating that 
the called party could not be reached. However, if the 
mobile terminal has upon entering the restricted area 
informed the network about the situation (or if this infor- 
mation has been generated in the network by other 
means), the network may play a different message to 
the caller indicating that the called party is within a re- 
stricted area and asking to wait for a while. If the paging 
message got through, the called party will be alerted and 
he may try leaving the restricted area and answer the 
call before the caller hangs up. In any case the CLI or 
Calling Line Identity code of the caller was stored in the 
mobile terminal if the paging came through, so the called 
party will be able to call back after leaving the restricted 
area. 

[0046] According to one advantageous embodiment 
the mobile terminal that is not able to communicate in 
the uplink direction will store the acknowledgements it 
should have sent and automatically transmit them to the 
network at the first possible occasion after leaving the 
restricted area. According to a further embodiment of 
the invention the network may try repeating all transmis- 
sions to mobile terminals in restricted areas in order to 
ensure successful reception in the absence of acknowl- 
edgements. Such repeated downlink transmissions will 
increase the probability of successful reception but also 
use transmission capacity and cause interference in the 
network, so their use should be restricted to situations 
where such effects are not considered to be too detri- 
mental to the overall operation of the cellular radio sys- 
tem. 

[0047] It is always possible that the user of the mobile 
terminal is in the middle of a telephone conversation or 
otherwise actively using his terminal for communication 
at the time when he is entering the restricted area. If the 
restricted area is such where the restrictions should be 



strictly enforced, it is possible for the mobile terminal and 
the base station to cut out the communication immedi- 
ately when it has been established that restrictions ap- 
ply. Another possibility is to announce to the user, in the 
form of a text message or a voice message superim- 
posed with the voice connection in a telephone call, that 
he is entering a restricted area and the call should be 
terminated (or that it will be terminated by the system in 
ten seconds or other suitable time). If the restricted area 
has been defined through the use of beacon base sta- 
tions, such an announcement could be made as soon 
as the mobile terminal has recognised one of the base 
stations which it considers as candidates for handover 
as a beacon base station (if such recognition is possi- 
ble). If the coordinate definition has been used, the an- 
nouncement could be generated as a response to the 
mobile terminal moving closer to the border of the re- 
stricted area than a predetermined threshold value. 
[0048] Next we will discuss the possible restrictions 
affecting the acoustic emissions of the mobile terminal. 
It is possible to treat all kinds of acoustic emissions sep- 
arately, but because the disturbance to the environment 
will be the same regardless of whether the actual emis- 
sion is an alerting sound, a keypad tone, a sound asso- 
ciated to a recreational game or some other sound, we 
will treat them all under the general definition "acoustic 
emissions". The simplest restriction is to have all acous- 
tic emissions either on or off. A more sophisticated em- 
bodiment of the invention encompasses a range of var- 
iations, like "total silence", "short and soft beep only", 
"normal tones but very soft", "normal tones but half vol- 
ume" and "normal 0 . It would be on the responsibility of 
the network to inform the mobile terminals about which 
level of acoustic restrictions will apply within each re- 
stricted area. By slightly extending the idea of "restrict- 
ing" we may also provide an embodiment of the inven- 
tion where the "restricted" area is one with a generally 
very noisy environment, whereby the acoustic "restric- 
tion" could be understood as a command for using in- 
creased volume setting for all acoustic emissions. 
[0049] Next we will describe shortly the possibilities 
of informing the user of a mobile terminal about the ex- 
istence of restricted areas. Here we must differentiate 
between such mobile terminals that have been con- 
structed and/or programmed with the restricted mode 
operation in mind and those conventional mobile termi- 
nals that are forced into restricted mode by making them 
select a cell where normal operation is impossible. The 
latter class of mobile terminals may not be required to 
perform any operations that are not specified in the ba- 
sic technical specifications of the cellular radio system 
they operate in. If the network and/or a standalone bea- 
con base station finds out that such a terminal is within 
the restricted mode, it may try generating and transmit- 
ting to the terminal an SMS message or other message 
that has been defined in the specifications and that will 
produce an indication to the user that he is in restricted 
area. More versatility is given if we may suppose that 
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the mobile terminal may be programmed to perform 
some previously nonspecified operations. A natural 
minimum requirement is that while the mobile terminal 
is in restricted mode, it produces an indication to the us- 
er about the situation for example as a short character 
string or a graphical symbol on a display. 
[0050] In some cases it will be possible to predict the 
entrance of a mobile terminal into a restricted area. This 
is especially applicable in context of the "coordinate- 
embodiment, where the mobile terminal and/or the net- 
work is aware of the existence of the restricted area and 
the distance between the mobile terminal and the border 
of the restricted area well before actually entering. It is 
possible for the mobile terminal and or the network to 
monitor the trend in the distance and produce a warning 
like "by continuing in this direction with this velocity you 
will enter a restricted area in 2 minutes and 30 seconds". 
Such a warning may be displayed or otherwise commu- 
nicated to the user as a character string, a graphical 
symbol and/or an audible warning. 
[0051 ] We will conclude the description by summariz- 
ing the operation according to some advantageous em- 
bodiments of the method according to the invention. Fig. 
3 illustrates the operation of a regular base station 301 , 
a beacon base station 302 and a mobile terminal 303. 
We will assume that a simple "beacon base station" em- 
bodiment of the invention is used and that once the mo- 
bile terminal has selected the cell of a beacon base sta- 
tion, it will be able to receive orders concerning the na- 
ture of the required restricted mode. Some terminology 
relating to the GSM system will be used with naturally 
no intention to limit the applicability of the invention. 
[0052] At stage 304 the mobile terminal finds that the 
C1 parameter calculated for the beacon base station is 
positive and higher than that calculated for the regular 
base station, so the terminal reselects the cell of the 
beacon base station. Reselection and the associated lo- 
cation update is illustrated as the simple arrows at stage 
305. At stage 306 the beacon base station transmits to 
the mobile terminal, preferably on a common channel, 
a command set describing the required restrictions. At 
stage 307 there is an attempted call from somewhere 
else to the mobile terminal, resulting in a paging mes- 
sage to be sent without the mobile terminal being able 
to acknowledge; the CLI of the caller will be stored in 
the memory of the mobile terminal. At stage 308 there 
is an SMS transmission from somewhere else. Again 
the SMS is conveyed to the mobile terminal and stored 
but it will not respond to the beacon base station in any 
way. At stages 309 and 310 a cell reselection to the cell 
of the regular base station indicates that the mobile ter- 
minal is leaving the restricted area. A delayed acknowl- 
edgement for the received SMS message is automatial- 
ly sent through the regular base station to a Short Mes- 
sage Center (not shown) at stage 311, and the user, hav- 
ing seen the CLI of the attempted caller, will place a call 
to him at stage 312. 

[0053] In Fig. 4 we will assume that the restricted area 



has been defined by means of coordinates. We will also 
assume the use of the mobile-based alternative dis- 
cussed above. There is a regular base station 401 and 
the mobile terminal 402. At stage 403 the base station 
transmits, as a part of its regular common channel trans- 
missions, the coordinates of the restricted area as well 
as some knowledge about which restrictions are to ap- 
ply. The mobile terminal notices that it is approaching 
the border of the restricted area, so it displays a warning 
message to the user at stage 404. At stage 405 the mo- 
bile terminal finds its current location to fall within the 
restricted area, so it notices the base station and enters 
the restricted mode. At stage 406 there is an attempted 
call from somewhere else to the user of the mobile ter- 
minal. The base station will convey a paging message 
to the mobile terminal simultaneously with the network 
playing a voice-synthesized message to the caller, tell- 
ing him that the called party is within a restricted area 
and asking him to wait. The user of the mobile terminal 
402 has noticed the paging through e.g. seeing a blink- 
ing alarm message on a screen. He grabs his mobile 
terminal, leaves quickly the restricted area at stage 407 
and answers the call at stage 408. 
[0054] Fig. 5 is a schematic representation of a cellu- 
lar radio system where the invention is to be applied. 
Here we assume that both the "beacon base station" 
and "coordinates" embodiments are used for defining 
restricted areas and that the beacon base station 501 is 
a dummy standalone transmitter. The system comprises 
also a number of regular Base Stations (BS) 502 to 504, 
a Base Station Controller (BSC) 505, a Mobile Switching 
Center (MSC) 506, a Location Service Center (LSC) 507 
and within the mobile terminal 508 a location information 
block 509. 

[0055] The beacon base station 501 comprises a 
common channel transmitter 501 a for setting up a coun- 
terpart of the downlink common channels in the radio 
interface offered to the mobile terminals by the regular 
base stations 502 to 504 and facilitating cell reselection 
to the cell of the beacon base station. The common 
channel transmitter 501a is arranged to include into its 
transmissions a specific command that disables all 
channel access requests from the mobile terminals in 
its cell. The regular base stations 502 to 504 comprise, 
in addition to their previously known parts, a coordinate 
memory 502a to 504a for storing the coordinates of re- 
stricted areas. From its coordinate memory each regular 
base station regularly reads the coordinates of restricted 
areas so that it may include them into a specific broad- 
cast message on a certain downlink common channel. 
When a mobile terminal is camping in the cell of one of 
the regular base stations 502 to 504, there is a signalling 
connection from the location information block 509 of 
the mobile terminal through the base station, the BSC 
505 and the MSC 506 to the LSC 507 so that the location 
of the mobile terminal is known both in the terminal itself 
and the LSC. The location information block of the mo- 
bile terminal further has a connection to the main control 
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block (not shown) of the mobile terminal so that the con- 
trol block can provide the received and decoded coor- 
dinate information of restrictes ares to the location infor- 
mation block, and the location information block may in- 
form the main control block about the potential need for 
restricting operation due to the mobile terminal being 
within a restricted area. 

[0056] All references to certain present and/or future 
mobile telecommunication systems in the description 
above are exemplary and they do not limit the applica- 
bility of the present invention. 



Claims 

1. A cellular radio system comprising a multitude of 
base stations (101-106, 201-204, 211-212, 
501-504) for offering a radio interface to mobile ter- 
minals (205, 215, 508) for communicating general 
information to the mobile terminals and arranging 
for dedicated communication between a certain mo- 
bile terminal and the cellular radio system, charac- 
terized in that for imposing restrictions to the oper- 
ation of the mobile terminals on at least one isolat- 
ed, geographically defined restricted area (107, 
108, 200, 21 3) it comprises a certain first base sta- 
tion arranged to transmit, similary to said general 
information, information about the nature of the re- 
strictions applicable on said area to the mobile sta- 
tions. 

2. A cellular radio system according to claim 1 , char- 
acterized in that said first base station is a beacon 
base station (106, 201-203, 501) located within or 
in the immediate vicinity of said restricted area so 
that the cell of the beacon base station coincides 
with at least part of the restricted area. 

3. A cellular radio system according to claim 2, char- 
acterized in that it comprises a predetermined 
number of beacon base stations (201-203) located 
within or in the immediate vicinity of said restricted 
area so that the cells of the beacon base stations 
together define the restricted area. 

4. A cellular radio system according to claim 2, char- 
acterized in that it comprises a communication con- 
nection between said beacon base station and the 
rest of the cellular radio system for transmitting lo- 
cation updates of the mobile terminals that enter the 
cell of the beacon base station, downlink call estab- 
lishment requests for the mobile terminals that op- 
erate within the cell of the beacon base station, and 
other information relating to the operation of the 
beacon base station. 

5. A cellular radio system according to claim 4, char- 
act rized in that in a case of a downlink call estab- 



lishment request to a certain mobile terminal being 
transmitted to said beacon base station the cellular 
radio system is arranged to reject the request by 
indicating that although the mobile terminal to which 
5 the downlink call establishment request was dir ct- 

ed to was known to operate within the cell of the 
beacon base station, it was impossible to establish 
directly a call connection to it. 

10 6. A cellular radio system according to claim 4, char- 
acterized in that the operation of the beacon base 
station follows a predetermined schedule so that for 
one part of the time it functions without imposing 
restrictions to the mobile terminals operationing in 

15 its cell and for another part of the time it imposes 
restrictions to the mobile terminals operationing in 
its cell. 

7. A cellular radio system according to claim 2, char- 
20 acterized in that the beacon base station is a stan- 
dalone station (501) with no communication con- 
nection between it and the rest of the cellular radio 
system. 

25 8. A cellular radio system according to claim 7, char- 
acterized in that said beacon base station is on 
board of a movable platform, especially an aircraft. 

9. A cellular radio system according to claim 2, char- 
acterized in that it comprises a regular base station, 
the cell of a which overlaps with the cell of the bea- 
con base station, whereby those characteristics of 
said cells that affect cell reselection have been ar- 
ranged in a way driving a mobile terminal entering 
the restricted area to reselect the cell of the beacon 
base station. 

A cellular radio system according to claim 2, char- 
acterized in that it comprises, in the vicinity of the 
beacon base station, a number of regular base sta- 
tions the average transmission power of which is 
significantly higher than the transmission power of 
the beacon base station. 

A cellular radio system according to claim 2, char- 
acterized in that it is arranged to prevent channel 
access requests from mobile terminals operating in 
the cell of the beacon base station by defining the 
access request channel in the cell of the beacon 
base station in such a way that it would be impos- 
sible for the mobile terminals to use it validly. 

12. A cellular radio system according to claim 1 , char- 
acterized in that said first base station is arranged 
to transmit the coordinates of said restricted area to 
mobile stations. 

13. A cellular radio system according to claim 1 2, char- 
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act riz d in that it comprises a number of base sta- 
tions (101-103) in the vicinity of the restricted area, 
each of which is arranged to transmit the coordi- 
nates of said restricted area to mobile stations. 



1 4. A cellular radio system according to claim 1 2, char- 
acterized in that also comprises means (206, 216, 
507, 509) for establishing and maintaining informa- 
tion about the known location of at least one mobile 
terminal. 

1 5. A cellular radio system according to claim 1 4, char- 
acterized in that it comprises, within the fixed parts 
of the cellular radio system, means for detecting the 
occurrence of a certain mobile terminal being locat- 
ed within the restricted area, and that it further com- 
prises means for indicating to such a detected mo- 
bile terminal the applicability of certain restrictions 
within the restricted area. 

1 6. A cellular radio system according to claim 1 4, char- 
acterized in that it comprises, within at least mobile 
terminal, means for detecting the occurrence of said 
mobile terminal being located within a restricted ar- 
ea and means for implementing a number of previ- 
ously determined restrictions as a response to such 
detection. 

1 7. A cellular radio system according to claim 1 4, char- 
acterized in that said means for establishing and 
maintaining information about the known location of 
at least one mobile terminal are arranged to operate 
on the basis of measuring the time aspects of a ra- 
dio signal propagating between the mobile terminal 
and a predetermined number of base stations. 

18. A cellular radio system according to claim 1 4, char- 
acterized in that said means for establishing and 
maintaining information about the known location of 
at least one mobile terminal are arranged to operate 
on the basis of inertial navigation within the termi- 
nal. 

19. A cellular radio system according to claim 1 , char- 
acterized in that it comprises nested restricted ar- 
eas (21 3, 21 4) for imposing a different set of restric- 
tions to the operation of the mobile terminals at dif- 
ferents parts of a certain area. 

20. A cellular radio system according to claim 1 , char- 
acterized in that it is arranged to answer a call es- 
tablishment request to a certain mobile terminal 
known to operate within the restricted area by an- 
nouncing to the sender of the call establishment re- 
quest that the called party is within a restricted area. 

21. A method for restricting the operation of a mobile 
terminal within a certain area, haracterized in that 



it comprises the steps of 

providing a radio interface for the mobile termi- 
nal through a number of base stations, 
using said radio interface for general broad- 
casts on a common downlink channel and 
transmitting, similar to said general broadcasts, 
information about the nature of the restrictions 
applicable on said area. 

10 

22. A method according to claim 21, characterized in 
that the step of transmitting information about the 
nature of the restrictions comprises the substep of 
transmitting a command for the mobile terminals to 

is switch themselves off. 

23. A method according to claim 21 , characterized in 
that the step of transmitting information about the 
nature of the restrictions comprises the substep of 

20 transmitting a command for the mobile terminals to 
refrain from transmitting access requests while 
within the restricted area. 

24. A method according to claim 21 , characterized in 
25 that the step of transmitting information about the 

nature of the restrictions comprises the substep of 
transmitting to those mobile terminals operating 
within the restricted area that request a dedicated 
channel a rejection regardless of the reservation sit- 
30 uation of radio capacity in the serving base station. 

25. A method according to claim 21, characterized in 
that the step of transmitting information about the 
nature of the restrictions comprises the substep of 

35 transmitting a command for the mobile terminals to 
limit acoustic emissions. 

26. A method according to claim 21, characterized in 
that the step of transmitting information about the 

40 nature of the restrictions comprises the substep of 
transmitting a command for the mobile terminals to 
refrain from acknowledging downlink transmissions 
while within the restricted area. 

45 27. A method according to claim 21, characterized in 
that the step of transmitting information about the 
nature of the restrictions comprises the substep of 
transmitting to the mobile terminals the coordinates 
of the restricted area. 

50 

28. A method according to claim 27, characterized in 
that it further comprises a step for establishing and 
maintaining information about the current location 
of at least one mobile terminal. 

55 
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